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SYSTEM AND METHOD FOR MANAGING 
DATA VERSIONS IN A FILE SYSTEM 

FIELD OF THE INVENTION 

The present invention is directed to ?le systems and, in 
particular to managing data versions in a ?le system. 

BACKGROUND OF THE INVENTION 

A storage system is a computer that provides storage ser 
vice relating to the organiZation of information on storage 
devices, such as disks. The storage system may be deployed 
Within a netWork attached storage (NAS) environment and, as 
such, may be embodied as a ?le server. The ?le server or ?ler 
includes a storage operating system that implements a ?le 
system to logically organiZe the information as a hierarchical 
structure of directories and ?les on the disks. Each “on-disk” 
?le may be implemented as a set of data structures, e.g., disk 
blocks, con?gured to store information. A directory, on the 
other hand, may be implemented as a specially formatted ?le 
in Which information about other ?les and directories are 
stored. 

A ?ler may be further con?gured to operate according to a 
client/ server model of information delivery to thereby alloW 
many clients to access ?les stored on a server, e. g., the ?ler. In 
this model, the client may comprise an application, such as a 
database application, executing on a computer that “con 
nects” to the ?ler over a computer netWork, such as a point 
to-point link, shared local area netWork (LAN), Wide area 
netWork (WAN), or virtual private netWork (V PN) imple 
mented over a public netWork such as the Internet. Each client 
may request the services of the ?le system on the ?ler by 
issuing ?le system protocol messages (in the form of packets) 
to the ?ler over the netWork. 

A common type of ?le system is a “Write in-place” ?le 
system, an example of Which is the conventional Berkeley fast 
?le system. In a Write in-place ?le system, the locations of the 
data structures, such as inodes and data blocks, on disk are 
typically ?xed. An inode is a data structure used to store 
information, such as meta-data, about a ?le, Whereas the data 
blocks are structures used to store the actual data for the ?le. 
The information contained in an inode may include, e.g., 
oWnership of the ?le, access permission for the ?le, siZe of the 
?le, ?le type and references to locations on disk of the data 
blocks for the ?le. The references to the locations of the ?le 
data are provided by pointers, Which may further reference 
indirect blocks that, in turn, reference the data blocks, 
depending upon the quantity of data in the ?le. Changes to the 
inodes and data blocks are made “in-place” in accordance 
With the Write in-place ?le system. If an update to a ?le 
extends the quantity of data for the ?le, an additional data 
block is allocated and the appropriate inode is updated to 
reference that data block. 

Another type of ?le system is a Write-anyWhere ?le system 
that does not overWrite data on disks. If a data block on disk 
is retrieved (read) from disk into memory and “dirtied” With 
neW data, the data is then stored (Written) to a neW location on 
disk to thereby optimiZe Write performance. A Write-any 
Where ?le system may initially assume an optimal layout such 
that the data is substantially contiguously arranged on disks. 
The optimal disk layout results in e?icient access operations, 
particularly for sequential read operations, directed to the 
disks. A particular example of a Write-anyWhere ?le system 
that is con?gured to operate on a ?ler is the SpinFS ?le system 
available from NetWork Appliance, Inc. of Sunnyvale, Calif. 
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2 
The SpinF S ?le system is implemented Within a storage oper 
ating system having a protocol stack and associated disk 
storage. 

Disk storage is typically implemented as one or more stor 
age “volumes” that comprise physical storage disks, de?ning 
an overall logical arrangement of storage space. Currently 
available ?ler implementations can serve a large number of 
discrete volumes (150 or more, for example). Each volume is 
associated With its oWn ?le system and, for purposes hereof, 
volume and ?le system shall generally be used synony 
mously. The disks Within a volume are typically organiZed as 
one or more groups of Redundant Array of Independent (or 
Inexpensive) Disks (RAID). RAID implementations enhance 
the reliability/ integrity of data storage through the redundant 
Writing of data “stripes” across a given number of physical 
disks in the RAID group, and the appropriate caching of 
parity information With respect to the striped data. As 
described herein, a volume typically comprises at least one 
data disk and one associated parity disk (or possibly data/ 
parity partitions in a single disk) arranged according to a 
RAID 4, or equivalent high-reliability, implementation. 
A ?le system may have the capability to generate a snap 

shot of its active ?le system. An “active ?le system” is a ?le 
system to Which data can be both Written and read or, more 
generally, an active store that responds to both read and Write 
I/O operations. It to should be noted that “snapshot” is a 
trademark of NetWork Appliance, Inc. and is used for pur 
poses of this patent to designate a persistent consistency point 
image. A persistent consistency point image (PCPI) is a space 
conservative, point-in-time read-only image of data acces 
sible by name that provides a consistent image of that data 
(such as a storage system) at some previous time. More par 
ticularly, a PCPI is a point-in-time representation of a storage 
element, such as an active ?le system, volume, virtual ?le 
system, ?le or database, stored on a storage device (e.g., on 
disk) or other persistent memory and having a name or other 
identi?er that distinguishes it from other PCPIs taken at other 
points in time. A PCPI can also include other information 
(metadata) about the active ?le system at the particular point 
in time for Which the image is taken. The terms “PCPI” and 
“snapshot” may be used interchangeably through out this 
patent Without derogation of NetWork Appliance’s trademark 
rights. 

It is advantageous for the services and data provided by a 
storage system to be available for access to the greatest degree 
possible. Accordingly, some storage system environments 
permit data replication betWeen a source storage system and 
one or more destination storage systems. Typically these rep 
lication systems generate a PCPI of the active ?le system and 
then replicate any changes betWeen the PCPI and the target 
?le system. A noted disadvantage of such replication tech 
niques is the requirement to identify the changes betWeen the 
replica stored on a destination storage system and the point in 
time image on the source storage system. One exemplary 
technique checks the ?le length and/or a timestamp of each 
?le in a volume to identify Whether the ?le has changed siZe 
or has been updated more recently than a given point in time. 
HoWever, a noted disadvantage of such a technique is that it 
does not identify Which data blocks Within the ?le have been 
modi?ed, thereby causing the replication system to transmit 
the entire ?le to the destination. 

Another noted technique for performing replication 
betWeen a source and destination storage system is described 
in US. Pat. No. 6,993,539, entitled SYSTEM AND 
METHOD FOR DETERMINING CHANGES IN SNAP 
SHOTS AND FOR TRANSMITTING CHANGES TO A 
DESTINATION SNAPSHOT, by Michael L. a FederWisch, et 
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al., ?led on Mar. 19, 2002 and issued on Jan. 31, 2006. In such 
a system, a PCPI is generated and the contents transferred to 
a destination as a baseline PCPI. At a later point in time, 
another PCPI is generated on the source. A block by block 
comparison is performed betWeen the ?rst and second PCPIs 
to identify changed blocks. Only the changed blocks are 
transmitted to the destination. HoWever, a noted disadvantage 
of such a technique is that a block by block comparison of the 
tWo PCPIs must be performed, Which is computationally 
intensive and may require a substantial amount of time. 

SUMMARY OF THE INVENTION 

The present invention overcomes the disadvantages of the 
prior art by providing a system and method for managing data 
versions in a ?le system. In an inode having both direct and 
indirect pointers, the inode is modi?ed to include an inode 
version ?eld and a direct version ?eld. The direct version ?eld 
contains a version number associated With direct blocks ref 
erenced (pointed to) by the inode, Whereas the inode version 
?eld contains the highest version value for the direct blocks or 
any version value contained in an indirect block Within a 
buffer tree of the inode. Each “leaf” indirect block, i.e., an 
indirect block that points to one or more data blocks, includes 
a data version ?eld for each direct block pointer contained 
therein. 

Illustratively, tWo different version values are maintained 
Within the ?le system. A data version (DV) represents the 
current data in the ?le system, While a neW data version 
(NDV) represents neW data if the ?le system is changed. 
When data is Written to a data container (such as a volume, 
?le, etc), and if the DV is less than the NDV, the ?le system 
increments the version associated With the data to the NDV 
value and tags the neW data With the NDV by, for example, 
storing the value in the indirect block associated With the data 
blockpointer. When a PCPI is generated of the data container, 
the PCPI inherits the DV and NDV from the active ?le system. 
A PCPI generally preserves the data version of an active ?le 
system, hoWever if the data version is equal to the neW data 
version, the ?le system increments the neW data version. 
OtherWise the data version and neW data version remain 
unchanged. As a result, a PCPI does not directly change the to 
data version but instead indicates that the PCPI contains the 
same data as that in the active ?le system When the PCPI Was 
generated. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The above and further advantages of invention may be 
better understood by referring to the folloWing description in 
conjunction With the accompanying draWings in Which like 
reference numerals indicate identical or functionally similar 
elements: 

FIG. 1 is a schematic block diagram of a plurality of nodes 
interconnected as a cluster that may be advantageously used 
With the present invention; 

FIG. 2 is a schematic block diagram of a node that may be 
advantageously used With the present invention; 

FIG. 3 is a schematic block diagram illustrating the storage 
subsystem that may be advantageously used With the present 
invention; 

FIG. 4 is a partial schematic block diagram of a storage 
operating system that may be advantageously used With the 
present invention; 

FIG. 5 is a schematic block diagram of a D-blade that may 
be advantageously used With the present invention; 
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4 
FIG. 6 is a schematic block diagram illustrating the format 

of a SpinFS request that may be advantageously used With the 
present invention; 

FIG. 7 is a schematic block diagram illustrating the format 
of a ?le handle that may be advantageously used With the 
present invention; 

FIG. 8 is a schematic block diagram illustrating a collec 
tion of management processes that may be advantageously 
used With the present invention; 

FIG. 9 is a schematic block diagram illustrating a distrib 
uted ?le system arrangement for processing a ?le access 
request in accordance With the present invention; 

FIG. 10 is a schematic block diagram of an exemplary 
inode in accordance With an to embodiment the present inven 

tion; 
FIG. 11 is a schematic block diagram of an exemplary 

inode buffer tree in accordance With an embodiment the 

present invention; 
FIG. 12 is a schematic block diagram of an exemplary a 

level 1 indirect block parentheses lease block parentheses in 
accordance With an embodiment of the present invention; 

FIG. 13 is a ?owchart detailing the steps of a procedure 
performed in modifying and a volume and generating a snap 
shot there in accordance With an embodiment of the present 
invention; 

FIG. 14 is a ?owchart detailing the steps of a procedure for 
replication in accordance With an embodiment of the present 
invention; and 

FIG. 15 is a schematic block diagram of an exemplary 
reserved block of a VFS (volume) for storing a data version 
and neW data version in accordance With an embodiment of 
the present invention. 

DETAILED DESCRIPTION OF AN 
ILLUSTRATIVE EMBODIMENT 

A. Cluster Environment 

FIG. 1 is a schematic block diagram of a plurality of nodes 
200 interconnected as a cluster 100 and con?gured to provide 
storage service relating to the organization of information on 
storage devices of a storage subsystem. The nodes 200 com 
prise various functional components that cooperate to provide 
a distributed Spin File System (SpinF S) architecture of the 
cluster 100. To that end, each SpinFS node 200 is generally 
organiZed as a netWork element (N-blade 110) and a disk 
element (D-blade 500). The N-blade 110 includes a plurality 
of ports that couple the node 200 to clients 180 over a com 
puter netWork 140, While each D-blade 500 includes a plu 
rality of ports that connect the node to a storage subsystem 
300. The nodes 200 are interconnected by a cluster sWitching 
fabric 150 Which, in the illustrative embodiment, may be 
embodied as a Gigabit Ethernet sWitch. The distributed 
SpinFS architecture is generally described in US. Pat. No. 
6,671,773 titled Method and System for Responding to File 
System Requests, by M. KaZar et al., issued on Dec. 30, 2003. 

B. Storage Systems 

FIG. 2 is a schematic block diagram ofa node 200 that is 
illustratively embodied as a storage system server comprising 
a plurality of processors 222, a memory 224, a netWork 
adapter 225, a cluster access adapter 226, a local storage 230 
and a storage adapter 228 interconnected by a system bus 223. 
The local storage 230 is utiliZed by the node to store local 
con?guration information (i.e. management data) including 
its local copy of a replicated database (RDB) 850 (see FIG. 8). 
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The cluster access adapter 226 comprises a plurality of ports 
adapted to couple the node 200 to other nodes of the cluster 
100. In the illustrative embodiment, Ethernet is used as the 
clustering protocol and interconnect media, although it Will 
be apparent to those skilled in the art that other types of 
protocols and interconnects may be utiliZed Within the cluster 
architecture described herein. 

Each node 200 is illustratively embodied as a dual proces 
sor server system executing a storage operating system 400 
that provides a ?le system con?gured to logically organiZe the 
information as a hierarchical structure of named directories 
and ?les on storage subsystem 300. HoWever, it Will be appar 
ent to those of ordinary skill in the art that the node 200 may 
alternatively comprise a single or more than tWo processor 
system. Illustratively, one processor 222a executes the func 
tions of the N-blade 110 on the node, While the other proces 
sor 2221) executes the functions of the D-blade 500. 

In the illustrative embodiment, the memory 224 comprises 
storage locations that are addressable by the processors and 
adapters for storing softWare program code and data struc 
tures associated With the present invention. The processor and 
adapters may, in turn, comprise processing elements and/or 
logic circuitry con?gured to execute the softWare code and 
manipulate the data structures. The storage operating system 
400, portions of Which is typically resident in memory and 
executed by the processing elements, functionally organiZes 
the node 200 by, inter alia, invoking storage operations in 
support of the storage service implemented by the node. It 
Will be apparent to those skilled in the art that other process 
ing and memory means, including various computer readable 
media, may be used for storing and executing program 
instructions pertaining to the inventive system and method 
described herein. 

The netWork adapter 225 comprises a plurality of ports 
adapted to couple the node 200 to one or more clients 180 over 
point-to-point links, Wide area netWorks, virtual private net 
Works implemented over a public netWork (Internet) or a 
shared local area netWork, hereinafter referred to as an Eth 
ernet computer netWork 140. Therefore, the netWork adapter 
225 may comprise a netWork interface card (N IC) having the 
mechanical, electrical and signaling circuitry needed to con 
nect the node to the netWork. For such a netWork attached 
storage (NAS) based netWork environment, the clients are 
con?gured to access information stored on the node 200 as 
?les. The clients 180 communicate With each node over net 
Work 140 by exchanging discrete frames or packets of data 
according to pre-de?ned protocols, such as the Transmission 
Control Protocol/Internet Protocol (TCP/IP). 

The storage adapter 228 cooperates With the storage oper 
ating system 400 executing on the node 200 to access infor 
mation requested by the clients. The information may be 
stored on disks or other similar media adapted to store infor 
mation. The storage adapter comprises a plurality of ports 
having input/output (I/O) interface circuitry that couples to 
the disks over an I/O interconnect arrangement, such as a 
conventional high-performance, Fibre Channel (FC) link 
topology. The information is retrieved by the storage adapter 
and, if necessary, processed by the processor 222 (or the 
adapter 228 itself) prior to being forWarded over the system 
bus 223 to the netWork adapter 225 Where the information is 
formatted into packets or messages and returned to the cli 
ents. 

FIG. 3 is a schematic block diagram illustrating the storage 
subsystem 300 that may be advantageously used With the 
present invention. Storage of information on the storage sub 
system 300 is illustratively implemented as a plurality of 
storage disks 310 de?ning an overall logical arrangement of 
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6 
disk space. The disks are further organiZed as one or more 
groups or sets of Redundant Array of Independent (or Inex 
pensive) Disks (RAID). RAID implementations enhance the 
reliability/ integrity of data storage through the Writing of data 
“stripes” across a given number of physical disks in the RAID 
group, and the appropriate storing of redundant information 
With respect to the striped data. The redundant information 
enables recovery of data lost When a storage device fails. It 
Will be apparent to those skilled in the art that other redun 
dancy techniques, such as mirroring, is may used in accor 
dance With the present invention. 

Each RAID set is illustratively con?gured by one or more 
RAID controllers 330. The RAID controller 330 exports a 
RAID set as a logical unit number (LUN) 320 to the D-blade 
500, Which Writes and reads blocks to and from the LUN 320. 
One or more LUNs are illustratively organiZed as a storage 
pool 350, Wherein each storage pool 350 is “oWned” by a 
D-blade 500 in the cluster 100. Each storage pool 350 is 
further organiZed as a plurality of virtual ?le systems (VFSs) 
380, each of Which is also oWned by the D-blade. Each VFS 
380 may be organiZed Within the storage pool according to a 
hierarchical policy that, among other things, alloWs the VFS 
to be dynamically moved among nodes of the cluster, thereby 
enabling the storage pool 350 to groW and shrink dynamically 
(on the ?y). 

In the illustrative embodiment, a VFS 380 is synonymous 
With a volume and comprises a root directory, as Well as a 
number of subdirectories and ?les. A group of VFSs may be 
composed into a larger namespace. For example, a root direc 
tory (c1) may be contained Within a root VFS (“/”), Which is 
the VFS that begins a translation process from a pathname 
associated With an incoming request to actual data (?le) in a 
?le system, such as the SpinFS ?le system. The root VFS may 
contain a directory (“system”) or a mount point (“user”). A 
mount point is a SpinFS object used to “vector of’ to another 
VFS and Which contains the name of that vectored VFS. The 
?le system may comprise one or more VFSs that are “stitched 
together” by mount point objects. 

C. Storage Operating System 

To facilitate access to the disks 310 and information stored 
thereon, the storage operating system 400 implements a 
Write-anyWhere ?le system, such as the SpinFS ?le system, 
Which logically organizes the information as a hierarchical 
structure of named to directories and ?les on the disks. HoW 
ever, it is expressly contemplated that any appropriate storage 
operating system, including a Write in-place ?le system, may 
be enhanced for use in accordance With the inventive prin 
ciples described herein. Each “on-disk” ?le may be imple 
mented as set of disk blocks con?gured to store information, 
such as data, Whereas the directory may be implemented as a 
specially formatted ?le in Which names and links to other ?les 
and directories are stored. 

As used herein, the term “storage operating system” gen 
erally refers to the computer-executable code operable on a 
computer that manages data access and may, in the case of a 
node 200, implement data access semantics of a general pur 
pose operating system. The storage operating system can also 
be implemented as a microkemel, an application program 
operating over a general-purpose operating system, such as 
UNIX® or WindoWs NT®, or as a general-purpose operating 
system With con?gurable functionality, Which is con?gured 
for storage applications as described herein. 

In addition, it Will be understood to those skilled in the art 
that the inventive system and method described herein may 
apply to any type of special-purpose (e.g., storage serving 






















